Ret 


Hits 


Search Query 






UdS 


Default 


Plurals 


Time Stamp 


# 






Hi" y^'^^'^^cM 




,:tiSfifi;i Ii 


Operator 




;:2Cjp5/01^ 












EPO*- JPO* 

-DERWENT*'' 








L2 


!= . . ■;== i -iii nS 

22 


(send$3 or forward$3 or 




US-PGPUB; 


OR 


. " . ""'3*: 

OFF 


2005/01/27 17:56 






transmit$4) near3 ((malicious or 


USPAT; 












fake or dummy) adj request) 


USOCk; 


















EPO; JPO; 


















DERWENT; 


















IBM_TDB 








.:L3-|f 




^(seHdis.or.fp 
::fransiT)it$4) n 


rward|3;6r:;r; 
ear3;((:maiicic 




^^^iJS-PGPUB;; 

|;;USPAT;i|;\.:. 






2bp5^|/i?7il8,:pi;: 






: fake-[or|^^ 
: req.uist$l)r^ 


y or repetitio 


ys) adj:::i; 


;::USOGR; : 
^^EPO- jPO' - 
1=DERWENT'1;' 

^^rVV V 1::, 


















: TRM^ TDB-" i 








L4 


22 


(send$3 or forward$3 or 




US-PGPUB; 


OR 


OFF 


2005/01/27 18:03 






transmit$4) near2 ((malicious or 


USPAT; 












fake or dummy or repetitious) adj 


USOCR; 












request$l) 






EPO; JPO; 


















DERWENT* 


















IBM_TDB 










'•• 27541 


1^709/223^221 
j!;231;710/3i5 


226;227,229; 
^|;713/20p;2C 


)i|cis.::;:; 


US-PGpOb; 

us;Rlii;iii ■ .. . . 












li;ahd (denial: a:( 
attack$l) pr;( 


Jjiservice'.adj 

doS): ■ . 




..usiliR-ly::, 

EPd- JPC)-^- 


















DERWENT' 








L6 


329 


709/223,224,226,227,229, 




US-PGPUB; 


OR 


OFF 


2005/01/27 18:07 






231;710/39,54;713/200,201.ccls. 


USPAT; 












and (denial adj service adj 




USOCR; 












attack$l) or (DoS) and (malicious 


EPO; JPO; 












or fake or dummy) adj request$l 


DERWEI^- 


















IBM.TDB 












)7b9/223,224^ 
: 231;:7l0/39,5 


2^6;227;229; 
4;713/:|0q;2C 




US-PGPUB;? 

■USFfll:;: 


Ir^;:;! 


QfIj:;:.' 


•ilpsfofi^^ildi 






and^,((penial:a 
;:attBGk$l) ori;( 


djiSeryicelad 


ialiGi6U$i 


lubuuR; :.. 
IePO; JPO;.:;. 












::pr fake brc^^^ 


rimy): adj n i= 




DERWENT;:;: 
iJBMiTDB;.;/! 












request$l)).a 
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Ref 
# 


Hits 


Search Query 


DBS 




Default 
Operator 






;';'589pqcii!\^pn?l-;i::^;i;; ; 


ilijipPGPi 
=^i;jSPAt;:: 
^igSPCR; 

: CDrvV 'lib 


kir 

hi::'- 


^:or:' :^ 








:DERWENf;' 

|BM|fDB|:.;: 




L2 


22 


(send$3 or forward$3 or 
transmit$4) nearS ((malicious or 
fake or dummy) adj request) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 






(send$3|:Pr-fon«ardi$3'br||ll 
trahsHiip^ j|npr3 ;(( S 
■fake bridummy on repetitious) adj :== = 


€S-PGRi 
USPAT;! 
USGGR: 










i;;jfquest$;t)'^; ; h | ihlliiiy::: ; ' 


cPU;:JrU;h;; 

deMent-I' 










!.;IBMrt[i|B-^-;;;::; 




L4 


22 


(send$3 or forward$3 or 
transmit$4) near2 ((malicious or 
fake or dummy or repetitious) adj 
request$l) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


15/ 


27544 


709/223,224,226 ■227;229, ■ 'I 'IF 
2^1;7i;(:^39,54;7i3/2pp ;[ 
arid (denial adj service adj 
;:attack$i) :or^(doS|i 


^iiUS-PGPUB;/ 

:;iUSPAT;;;;^i::. 
':usck:R;:i::i;i 

EPO; JPO;:;: 
DERWENT-:^ 

iBi^ ^Tliii' 


^dRi;;;;:-.- 


L6 


329 


709/223,224,226,227,229, 
231;710/39,54;713/200,201.ccls. 
and (denial adj service adj 
attack$l) or (DoS) and (malicious 
or fake or dummy) adj request$l 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 






::i709/223,224,226;227;229/ ; > V 
^ =231 •710/39= 54>7i3/200 2bi^(^^ " 
i aind {(denial acljseii^ 


liiUS-PGR 
iUSPATiii 
W^R; 

cci/S. lib 


yB;. 








Latt| ((fTiaflicjous;::;: 

:::UI::1,ai\C:AJI:t:UUI,l 11:11/,:^ :;aUJ::::::::::::::.::::;::::;T::;;:::::^ 


. "-rV/ -TV/ 

IDERWENT;?^^ 




ox 


fi7Q 




US-PGPUB; 
USPAT 






lib 


""l"' :sariTe"requiKt|i^ 


iilUS-f>i3P 
USPAT] 


|IB;P 




S3 


0 


"2" same socket$l 


US-PGPUB; 
USPAT 


OR 



Plurals 
OFF s 



OFF 



OFF 



OFF 



OFF 



OFF 



;di=F.:i 



OFF 

ME'.- 

OFF 



Time Stamp 
2005/01/^7 ib7:40 . 



2005/01/27 17:56 



;2065/dl/27;aS:d2ii 



2005/01/27 18:03 



2005/01/27 18:06: 



2005/01/27 18:07 



20p5/01/27!i!l8:Q7;; 



2004/04/20 10:58 
2004/04/20 10:59 
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S4 
S6 



SB 



SIO 



Sli.: 



S12 



S13: 



S14 



263 
33 



1 



51469 



1632; 



91 



denial adj service adj attack 
(denial. adp 

(denial adj service adj attack$l). 
ab. 

"6175879" '•53<t9642"; RE37178 fl;:' 
V63518i0"!'6()26437'; "621256^ 

^•6212565:' "5596745";^"57=74660':^.. 
''*5§ii7g4":';'5M^635^'l^^ 

: •!:50142h'.".:."525737.4." ;':5682478!^^^ 
":5745754''"5898839.1."6603b85'l^ 
"6d06264" "6070192':!: '16128657'.':; ^ 

i;:^6Wi33i3'^H'6157921!i:^i6l6n 

••■•^6i^9lb7l:;;'6272^75i;!^ 

363^3083!':;" W81627":''643i3^ 

ii:^^4^4S707!::.!'6f^6i69'':>6 

115265239'^: *'6434141'* "606l734" 
i(6061734'^":594l950" "5999941" 
1^27161^^ ;"5995939'!).pn. = : 

"5905872".PN. 

. ciientor user heari:^^^^^^ ' 



(client or user near2 request$l) 
same server 



i;((clieht-pr;LUserrn;ear^^^^ 
;;i$^ifi6$er>^r)^i$^|ri& 



(((client or user near2 request$l) 
same server) same queue) same 
socket 



ii((cl iehtiDh" ui^r; fiea r2;^.requie^ 
; same server) same (backlqi^^'pij; ii 
giback;a?y;;{og^^ iiri; jf 

(((client or user near2 request$l) 
same server) same queue) same 
Winsock adj module 



US-PGPUB; 
USPAT 

'i!i#PGRJB;i 

US-PGPUB; 
USPAT 

iUSPAT-'-^r.; 



USPAT 

.USJ^P'GPUB;- 

■uspAt;'::'^^!;:; 

jpor^:-^'-':^!-: 

DERWENT^: 

US-PGPUB; 

USPAT; 

JPO; 

DERWENT 

:US::PGPUB; 

'USPAT;:.-;: 
■JP^;■l1:.:::1!^r 

ipERWEpT;;; 

US-PGPUB; 
USPAT; . 
JPO; 

DERWENT 



USiPGRUB; 
USiPAT; : 
JPO; ^ : ; 
DERWENT' 

US-PGPUB; 

USPAT; 

JPO; 

DERWENT 



OR 

■xM 

OR 
OR 



OR 



OR 



OR 



OR 



OR; 



OR 



OFF 



OFFJ 



OFF 



OFF. 



OFF 

;OFF: 



OFF 



OFF 



OFF 



OFFi 



OFF 



2004/04/20 11:00 



2Qp4/Qf/2Q:;i|:;Qi^ 



2004/04/20 11:01 



i2063M7/25iW:38: 



2003/07/25 09:44 
200i^/oV25;!p9;:|i: 



2003/07/25 09:54 



2d03/07/25il0:08 



2003/07/25 14:40 



12003/07/25 ;10:p? 



2003/07/25 10:10 
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S15 


0 


{({client or user near2 request$l) 
same server) same queue) and 
Winsock adj module 


US-PGPUB; 

USPAT; 

JPO; 

DERWENT 


OR 


OFF 


2003/07/25 10:10 


=S16, 




; •'iA/J nsqe^ jmigduie E \ * :i 




• UStPGPUB;;;; 

;'OsPAT;::l;-' 

iiliiiiiii 

„pERVyENT 












S17 


983098 


{{backlog or back adj log) adj 
queue) same client or user 


US-PGPUB; 

USPAT; 

JPO; 

DERWENT 


OR 


OFF 


2003/07/25 10:25 




:^ ; 69827 


r{{{ipaci|69 Qn^^ 
;:queuii);s?rirTe^^ 

;:'S(en^^n|;:l|: ;tPl iriil'^l": =' J ''' :F1 


adjK 
) sairie I -: 


: US-PGPUB;- 

■Usi^Affi:;;!!! 
jr6; ilKm 






;|idp3j(07/2|!;10:2^ 




S19 


2 


((((backlog or back adj log) adj 
queue) same client or user) same 
server) same listen adj socket 


US-PGPUB; 

USPAT; 

JPO; 

DERWENT 


OR 


OFF 


2003/07/25 10:25 




;16 


• (backlog or back adj log) a 

'queiufijil' ''x='f;':;|:i .:^;;'?'^fv':" 




US-PGPUB;;i 

•■USI^AT;i;!-:-|ii 
:jpd;^[--iyf;::h' 

derWent 








iddi/67/2|i4:5! 




S21 


280 

|!|!!3:i: 


service adj attack 

(service adj attack) same ::; 
((backlpg: or Back iadj I6yi) 


adj A 


US-PGPUB; 
USPAT; 

DERWENT 

•dSrPGPU^;-- 
: USPAT;. {"i 


OR 

III;::;;- : 


OFF 

:;.c)if;|.i 


2003/07/25 10:32 


S23 


0 


listen adj socket same {(backlog 
or back adj log) adj queue) 


^.jpd;^:^i:ilIi 
rbERVVENll 

US-PGPUB; 

USPAT; 

JPO; 

DERWENT 


OR 


OFF 


2003/07/25 10:33 






iisteHiaicy 

back adj I6g) adj'qU^Ue^ 




iiUSrPGPUB-i 

isfe.-^- 

•JPO;t;...,- 






2003/07/251111: 


i 


S25 


0 


((backlog or back adj log) adj 
queue) and listen adj socket 


US-PGPUB; 

USPAT; 

JPO; 

DERWENT 


OR 


OFF 


2003/07/25 10:33 


* ->A0 




((baickl6g-bn;baGk;ia^ 
iqueuie);ahclpti§^^ 


?dj;p:%lf:^;H,: 


UbrPbPUB/r; 

IUS;rAT;::;1=;?- 
!jPO;iij;:-i.:l:;-. 

^i^iWfilijiii 




OFF 


: 1003/07/25 ;12: 5: 


0 
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S27 


698165 


{((client or user near2 request$l) 
same server) same queue) same 
socket or port 


US-PGPUB; 
USPAT; 

DERWENT 


OR 


OFF 


2003/07/25 10:34 


VS28:;';; 




:=(( BaGf^ipg^ j 


ogi adj 


i;;US-P6PUB;i, 








Iji)3/p7/||ib:34.^ 






: near2i reqliel^ 


^iserver)-S?^ 


^ JPO; 














sanfi^l^u^ 


:k^tTor port 












529 


9 


((backlog or back adj log) adj 
queue) and ({((client or user near2 
request$l) same server) same 
queue) same socket or port) 


US-PGPUB; 
USPAT; 

DERWENT 


OR 


OFF 


2003/07/25 10:36 






i denial 'adj service adj :i 


ittlack 


US-PGPUB; 

■'usp/^iiiv- 


OR f • 


:;!0FF: 


ii2pp§b7/l5ap:3^' 










jopoii:;:.:;; 

i=PE|vfENT 










S31 


22 


(client or user near2 request$l) 
same (denial adj service adj 
attack) 


US-PGPUB; 

USPAT; 

JPO; 

DERWENT 


OR 


OFF 


2003/07/25 10:36 


•532 y; 




:X( ticiljpgi or; back acij j | 
cju^u^)i:ab. : 


6g)|i;adj' 


i US-PGPUB] 

■ uspAfijiihiif'- 






:;2C 


)||/b7/2|3lj5|!; 










jPoyiiiKiiii':-: 


















;;;pERWENT:::. 




























fid. 


listen near socket or port 


U J rorUD, 

USPAT; 

JrU, 

DERWENT 


no 




2003/07/25 11:52 




=: • 983707 


(listen hear socket or port) sairielili 


r US-PGPUB; 
!i USPAT; :i 




OFF 


:::2003/.07/25i:ll:53 










:jPd;;i;. 
DER'^Et^lT ... 












7n4R7 


((listen near socket or port) same 
client or user) same server 


ii<?-pf;piiR' 

yjo rvjruD/ 

USPAT; 
JPO; 

DERWENT 


OR 


OFF 


2003/07/25 11:53 


S36| 




i;;(((listen-ne?ris(^ 
:;:cliehtiprr#eir]^^ 
[((backlog ;6r-bae^ 
qu|u€i)|; , ul^^J-^^ 


' Rort)i:sarrieii:i 
irverj i^arih^ii|ii; 
bg) adj v^iSijl 


fflUS-PGPUB;-; 
l!ljSPAT;hr:v 
i-JPO; M'tM 
>DERWEI)lti:i 






;2( 


jp3/q7/25 14:,5^:i 


S37 


18287 


DoS 




US-PGPUB; 

USPAT; 

JPO; 

DERWENT 


OR 


OFF 


2003/07/25 12:00 




669 


{D6§ samei (cjfe^^ 

::r^quek$10||| 

>near;;^;|r?g 


&eEnear2pyX 
ht.^or:us^r||iii 


USrPGPUB; 

;iuspyvf):r^ 
lijpb; 

iDERWENTli: 


0R:! :^=-. 






|ifd§|ii|:bp; 
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S39 


381 


S40 : 




S41 


1 


•.S42f 




S43 


2 


:--S4!4:if: 
S45 


16121 


i^S4i6j:f 


.|:i;-:K;';:|62f; 


S47 


377 







(DoS same (client or user near2 
request$l)) same ((client or user 
near2 request$l) same server) 

|((PoS:same (elieht'o^^^ 
fE||uMt$l ))!:same ((clieht; or: tfsietii 
;!nea r2 i^uest$ij sa me server));! 
I ^m| '"((backlog tor back aidj'lbg):;f: 
la;di||ueue)f.^^^ - )1- 

((DoS same (client or user near2 
request$l)) same ((client or user 
near2 request$l) same server)) 
and ((backlog or back adj log) adj 
queue) 



((DoS same (client or ;usiBn;ne|r2| 
request$l )) sarnfe: ((clientpr user; 
near2 request^lXisgme |e|^ 
same ((((clilTit'ori|ijSier:^neSr2 
,request$ i). sam§, se.ryer| same 
q ueue) ■ sa mf isqck^^bf ^IjiS^ 

socket adj flood$3 



IsQcKetiiidj 

denial adj of adj service adj 
attack$l or DoS 

|:i(c!enla|acy 

:\attadi^lii;oni!pi^^^^ 

" user neai^f r;equ^|l|y|i| j^^^ 

((denial adj of adj service adj 
attack$l or DoS) same (client or 
user near2 request$l)) same 
((client or user near2 request$l) 
same server) 

||((deniafj|adjiqf 
i-:iatt|(:k$:lCpr^^ 
'user rieaf2'r|qu 
((client or Useir ■neai^2^^ 
;isameyseryer));s^^ 
ib|ekiia|dji:l69):ia^ ■ ^ .: V 



US-PGPUB; 

USPAT; 

JPO; 

DERWENT 

OS-PGPUB; 

i!)SPAT;t=':^- 



US-PGPUB; 

USPAT; 

JPO; 

DERWENT 

iS^PGPijiB; 

MAT;=:;3;: 

iiJPGi;^^:: 

•DERWENTi;; 



US-PGPUB; 

USPAT; 

JPO; 

DERWENT 

■U^-P(3Pii;l 
USPAT^ifl 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT V 



US-PGPUB; 
USPAT 



US;-PGP1JB;1 

USPAT-iiil:;^: 



OR 



OR 



OR 



ORl 



OR 
OR 

OR; 

OR 



OR 



OFF 



OFF 



OFFi 



OFF 



OFF 



OFF 



LOFF 



OFF 



2003/07/25 12:02 



12003/07/25 ;12::01 



2003/07/25 12:01 



r 2003/07/25 ii2;b7 



2003/07/25 12:07 



2QCi3p/25;;;12:08 



2003/07/25 12:08 



2003/07/25! iziba 



2003/07/25 12:09 



12003/07/25 12::C)9 



Search History 1/27/05 6:25:42 PM Page 5 
C:\APPS\EAST\Workspaces\socket flooding.wsp 



S49 


0 






S51 


1100 






S53 


0 


S55 


0 


S56 


lliil 


S57 


0 



((((denial adj of adj service adj 
attack$l or DoS) same (client or 
user near2 request$l)) same 
((client or user near2 request$l) 
same server)) same ((((client or 
user near2 request$l) same 
server) same queue) same socl<et 
or port)) and ((backlog or back adj 
log) adj queue) 

V(i(d|rii^j ■iicJj- of aBj service, adj : ; 
attaci<$l:6n DoS^ (client or 
;;us|n;'0|3r2|r6cju 

((eiilnl or userlnear| ;rp^^ ' 
sameserver)) same!((((Gli^ht;or ; 
user nearZirequKtfi) sarne'^-j 
server) sa m^ queue) sartie: ^pckieit ; • 

: or port):.:;;. ^ ^ = .^^ir^M-i 

SSL same (client or user near2 
requestfl) 

|||S|||||i|i|li|(lt;| 
l|r|que|§(l!));:'s^ user 
' riea r2 ; repuest$ 1 ) ^sa hrtd seryer) : 

((SSL same (client or user near2 
request$l)) same ((client or user 
near2 request$l) same server)) 
same ((backlog or back adj log) 
adj queue) 

;::((SSL;saj1i'6 i: 
treque^s^^ or user 

,;-n^r2 i'equest:$l) 'sSr^^^^ 
and ((backlog or bacl< aljj -iof ^^^^^^ 
-queue) • : . - : Lr ::-:t- iHM^ 

monitor$3 near (backlog or back 
adj log)adj queue 



m6njt6f|3|h.e^^^ 
j Sdj ■ iog)^dj'iiqiie:Uie'^^;;;H:£ 



prevent$3 near3 socket adj 
flood$3 



US-PGPUB; 
USPAT 



iUS^PGPUB;i 



US-PGPUB; 
USPAT 

US-PGPUB^i: 
USPAT : 



US-PGPUB; 
USPAT 



US-PGPUB; 
tlSPAT 



US-PGPUB; 

USPAT; 

JPO; 

DERWENT 

US-PGPUB; 
USPAT; 1 

i]PO;:^t;iiii-,. : 
DERWENT;:j 

US-PGPUB; 

USPAT; 

JPO; 

DERWENT 



OR 



OR 



OR 



OR 



OR 



OR 



OR 



OR 



OFF 



OFF 



OFF 
OFF 



i'OFFi 



OFF 



OFF 



OFF 



2003/07/25 12:09 



2003l7l|ii;Il 



2003/07/25 12:11 

1p0|||i|||;:ir; 

2003/07/25 12:11 



i2003/07/25;;:lli| 



2003/07/25 12:55 



2003/67/25112:57 



2003/07/25 12:57 
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